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1. Onuc HABYAJIBLHOT JHCUHUILIIHH

XapaktepHcTHKA JHCLHIUTIHHA
. . 3a popMaMH HaBYAHHS
HaliMeHyBaHHSI NOKa3HUKIB
JIeHHa 3a04Ha
Bug qucuuiiHg BUOipKoBa
Moga BHK/IaiaHHs, HABYAHHS Ta OLIHIOBAHHS yKpalHChKa
3aranpauii o0cAr KpeauTiB / rojun 3/90
Pik HaB4aHHS 3 3
Cemecrtp
KibKiCTb 3MICTOBHX MOJYJIIB 3 PO3OIIIOM: 3
OOGcsr kpenuTiB 3 3
OO6csr roguH, B TOMY YHCITI: 90 90
AynutopHi 24 12
Moy nbHuit KOHTPOJIB 6 -
CeMecTpoBHH KOHTPOJIbL 30 30
Camocriiina pobora 60 78
CemecTpoBHii KOHTPOJIL lerur

2. Mera Ta 3aBaAaHHsI HABYAJbHOI AHCUHILIIHH

Mera: ¢opmyBaHHs B acnipaHTiB 3HaHb, YMiHb | HABUYOK 3 3aCTOCYBaHHsI
TEOPETHYHMX OCHOB Ta BIIPOBAKEHHs TeXHOJIOT1H 3a0e3neyeHHs Oe3neku 06’ exTiB
KPUTHYHOT IH(PAacTPyKTypH B yMOBaxX BeleHHs! Kibepiit i KibepkoH(IiKTIB.

3aBaannsi: OTPUMaHHJ TEOPCTHYHUX 3HAHb Ta NPAKTHUYHUX YMIiHb 3
JOCIIIJDKEHHST Teopiil 1 TexHosoriii 3a0e3neueHHs Ge3nekd 00’€KTIB KPUTHYHOL
iH}pacTpyKTYpy B yMOBax BeJeHHs Kibepaii i kiGepkoH(IiKTIB:

— 3JaTHICTh 3aCTOCOBYBATH Cy4acHi iH(opMaliliHi Ta 6e3HeKOBI TeXHOIOTIT
(KoMIIeKCHI cucTeMM KpunrorpadiqHoro i TeXHIYHOro 3axucTy iHpopmalii,
CUCTEMHM COLIOTEXHIYHOI Oe3MeKH TOIO);

— 3JaTHICTB [0 IUIaHyBaHHs 1 peaizauii 3aXo/1iB i3 3axucty indopmallii Ha
00’eKTax KpUTUYHOI IH(PPACTPYKTYPH;

— 3JaTHICTh NPOBOJUTH MOHITOPHUHI, ayJMT Ta BiJIHOBJEHHS IPOIECIB
wratHoro ¢yHkuionyBaHHs IT cucreM Ta Mepexx Ha 00’€KTaX KpPHUTHYHOI
iH}pacTpyKTypH micist 300iB Ta BiAMOB pi3HHUX KJIACIB 1 IOXOIKEHHS.

Y pe3yabTari BUBYEHHsI HaBYQJIbHOI AMCUMIUIIHM BiAMOBIIHO JI0 OCBITHBO-
HAyKOBOI [IpOrpaMy crietiajibHOCTI (POpMYIOThCS (PaXxoBi KOMIETEHTHOCT:

[Iporpamui Kon 3navennst KOMIETEHTHOCTI
KOMIIETEeHTHOCTI
daxosi ®K-4 | 3parnHicTb NpOEKTYBaTH, BNPOBAAXKYBATH | 3aCTOCOBYBATH CYYacHi
KOMIIETEHTHOCTI inopmauiiini  ta OesnekoBi TeXHonOril (KOMIUIEKCHI CHCTEMHM
(K®D) KpunTorpagiyHOro 1 TEXHIYHOro 3axucry iHopmauii, CHCTEMH

COLIOTEXHIYHOI Oe3neKn Touo)

®K-7 | 3naTHicTb A0 nuIaHyBaHHs i peanizauii 3axX0AiB i3 3aXUcTy iHpopMauii Ha
00’ekTax KPUTHUHOI iH(PACTPYKTYPH, MNPOBEAEHHS MOHITOPHHIY,
ayJIMTY T4 BIJIHOBJIEHHS NMPOLECIB WITATHOrO (pyHKUiOHYBaHH: [T cuctem
Ta Mepex ricsisi 3001B Ta BIAMOB PI3HUX KJIACIB 1 MNOXOKEHHS.




3. PesyjibTaTH HABYAHHS 32 JHCHHILTIHOO
Y pesynbTati BUBUCHHS HABYAIbHOI AMCUMILIIHY ACIiPAHT [IOBUHEH
3Hamu:

— CHCTeMH ynpaslliHHs iHdopMmauiiiHoio Ta/abo Kibep6e3nekor, 3rigHO
BITYM3HSHHMX Ta MiX>XHAPOJHUX BUMOT i CTaH/IapTiB;

— HAayKOBO-OprasisauiiiHi ocHOBH nposenenns ayauty 6esnexu IKC, a Takosx
HAYKOBI METO/IM LI0JI0 CTBOPEHHSI CUCTEM MOHITOpUHTy Gesneku B IT cucTeMax Ta
Mepexax;

— CYy4YacHI MeTOJH NpPOBeJeHHsI HAYKOBUX I HAyKOBO-TEXHIYHMX JOCILLKEHD 3
MUTaHb 3aXUCTy iH(popmalii, opranizauii i 3a6ezneuenns indopmauiiinoi Ta/abo
Kibepbe3nexu OIJI.

emimu:

— 3aCTOCOBYBATH Cy4acHi iHpopmaliiiHo-KoMyHiKaLiiiHi TeXHOIOTIT 51K B 106YTi,
TaK 1 B npodyeciitHiit gisibHoCT;

— TPOBOJIMTH MPOBEJEHHSAM HAyKOBHUX 1 HAyKOBO- TEXHIUHHMX JOCIIIKEHbL 3
MUTaHb 3aXUCTy iH(opMaii, opranizauii i 3abesneuenns inpopmauiiinoi Ta/a6o
kibepbesnexu OIJT;

— OOIpyHTOBYBAaTH paulioHaNbHI LUISXM LIOAO 3aXKCTy iHpopmauii na OIJ] Ta
iH(popmauii, mwo uupkymoe B IT cucremax ta Mepeskax;

— BHKOPHCTOBYBATH Cy4acHl TEXHIKH [ IIPOBEACHHS IOCIIIDKEHD 32 HAMPSIMOM
3axucty  iHdopmauii, opranizanii i 3abe3nedyeHHs 6e3nmekH  MepeKeBoi
iHdpacTpykTypu 06’extiB iH(opMaliiiHOT HiSTEHOCTI, a TaKoXK HayKOBHX
JOCIIJIKeHb BUIIUX PiBHIB.

Ta J0CSIITH HACTYNHHX NPOrPaMHHX Pe3yJbLTATIB HABYAHHS:

—  BUpILIYBATH 3a1a4i KepyBaHHs [POBEACHHAM HAYKOBHX i HAYKOBO- TEXHIYHMX
JOCHIJKEHb 3 IMTaHb 3axucry iHdopmawii, opramizaumii i 3abe3neueHHs
inpopmauiitnoi Ta/a6o kibepbeznexku OI/T;

—  BHpILIYBATH 3ajaui LEeHTPaTi30BaHOTO 1 JIeLIeHTPaJli30BaHOIO
anmidictpysaunus joctynoM 1o IP i npouecis B IKC Ta pearnizoBysati 3axoiu 3
MPOTHIIT OTPUMAHHIO HECAHKLIOHOBAHOTO OCTYITY [0 HHX;

—  BHUpIIIYBaTH 3agaui LEHTPaIi30BaHOTO 1 JIELIEHTPaII30BaAHOIO
ajMidicTpyBanHs joctynom Jo IP i mpouecis B IKC rta peanizoByBatu 3axomu 3
NPOTHAIT OTPUMAHHIO HECAHKLIOHOBAHOTO JOCTYMY 10 HHX.

IIporpamui pe3yjbTaTH HABYAHHS:

Koa 3HAYEHHS NPOrPAMHOrO pPe3y.abTaTy
PH-4 - 3a0e3neuyBaTi HemepepBHicTh Gisnec npouecis Ha 6a3i  cHcTeMH YNpaBJiHH:A
indopmaliiinoro Ta/abo kiGepbesnekolo, 3riAHO BITYMZHSHMX Ta MDKHAPOIHMX BHUMOT i
CTaHJapTIB,

- 3aificniosatn  npodeciiiny JsABHICTE HA OCHOBI 3HAHBL CyYacHHX inopmauiiino-
KOMYHIKaUIHHHX TeXHOOriH, BMITH 3aCTOCOBYBAaTH iX AK B noGyTi, Tak i B npodeciiiniii
HISIIBHOCTI;

- NPOBOAMTH abo KepyBaTH MPOBEACHHAM HAYKOBHMX i HAYKOBO- TEXHIYHHMX HOC/ILKEHD 3
MUTaHb  3aXuCTy iHopmauii, opramizauii i 3abesneuenns inpopmauiiinoi Ta/abo
kibepbesneku Ol/];

- 00rpyHTOBYBATH PaLliOHANILHI LUIAXH L0 3aXHeTY iHdopMauii Ha O1J] ta iHdopmauii, wo
uupkymoe B IT eucremax ta mepeskax;

- BUKOPHCTOBYBATH CYUacHi TeXHIiKH JUIA MPOBEICHHS AOC/I/LKEHDb 32 HAMPIMOM 3aXHCTY
indopmauii, opramizauii i 3abc3ncyeHHs OE3NEKM MEPEKEBOT IH(PACTPYKTYPH 06 eKTiR
iHopMaUiiHOT AiSTBHOCTI, & TAKOXK HAYKOBHX A0CII/HKEHb BULLMX piBHiB;




JOCTYIY 10 HHX;

Oesnexu B I'T" ccTemax Ta mepeskax.

PH-7 BUPILLYBATH 3a/1a4i LEHTPANII30BAHOIO | JELeHTPANIZ0BAHOrO AAMIHICTPYBaHs JOCTYIIOM 10
IP i mpouecie B IKC Ta peanizoByBaTH 3aX0/ 3 NPOTHAIT OTPUMAHHIO HECAHKLIOHOBAHOIO

- BOJIOZIITH HAyKOBO-OPraHi3aiifiHumMu OCHOBAMH 11POBEJICHHS ayauty Gesnexn IKC, a Takox
HAYKOBUMM METO/IAMH Ta NPAKTHYHHMH HABHYKAMH LLLOJI0 CTBOPEHHSA CHCTEM MOHITOPHHIY

4. CTpykTypa HABYANLHOT AMCHHILTIHH

Temaruunuii riad s g1eHHOT bopmu HaByaHHA

Ha3pu 3MiCTOBMX MOy B i TeM
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CamocTiiiHa

3micToBuii moayan I. Tenaenuii posBuTKy i 3acTocyBaHHs MeTOAIB i 32c06iB 3aXHCTy
inpopmanii Ha 06’€KTaX KPHTHYHOT IHPPACTPYKTYPH B YMOBAX BeeHHsI Kibepaiii i

1 KideprOH(JIIKTIB
Tema 1. Tenpmenuii po3suTKy i 3aCTOCYBAHHS METOMIB i
3ac00iB  3axucTy iHQpopmauii Ha 06’ekTaX KPHTHYHOL 611 41 3 15
IHQpacTpyKTYypu B yMOBax  BeICHHA  Kibepmii i
KiOepKoH}IiKTIB
MoJlyIbHHIT KOHTPOJIb 2
Pazom | 23 | 4 | 2 ] | 15

3microBuii moxyas IL IIpobaemu 3axucry nep:xasHoi indopmaniiinoi chepu Bin
CTOPOHHBOTO KiDePHETHYHOTO BILUINBY

Tema 2. TIpoGnemu 3axucty aepiasnoi indopmariiinoi chepn 3y e 5
B/l CTOPOHHBOIO KiGepHETHUIHOrO BILTHBY
Moy asHHI KOHTPOITB 2

Pazom | 23 | 4 | 2 | | 15

3microsuii moayns 1L Texuouorii Ta incrpymentn 3a6e3neyenns Ge3nexu
inpopmauii Ha 06’ €KTAX KPUTHYHOY iIHPpPacTPYKTYpH Ta TexHOJOTIT aJAMiHiCcTpyBaHHs
Ta eKcnuyaTauii 00’€KTiB KPHTHYHOT iIHPPACTPYKTYPH B YMOBaX BeeHHSI Kidepaiii i

KidepkoH}JTiKTIB

Tema 3. Texuonorii Ta incrpymentn 3a0e3neyeHHs O0e3NeKu
inpopmanii Ha 06’¢krax kputmuHOi in¢pactpykTypn B | 21 | 2 4 15
yMOBax BeJleHHs Kibepiii i kiGepkondikTis.
Tema 4. Texnosorii aaminicrpysanns Ta ekcrutyaraiii
00’€KTiB KpUTHYHOT iH(pacTpykTypu B ymoBax Bemens | 21 | 2 4 15
Kibepiii i kibepkoHpJiKkTiB
Moy ibH1I KOHTPOJIE 2

Pazom | 44 | 4 | 4 8 30

CemecTpoBHii KOHTpoJb | 30
Yeboro | 90 | 12 | 4 8 60




TemaTnunmii nuan ans 3a04Ho0i OpMH HABYAHHS

Poznonis rogun Mmix
BHIAMH poOIT

w0

AYIUTOPH

Ha3Bu 3MicTOBHX MOYJIIB i TEM

Yceworo

CemiHapcek
[IpakTuuHi
Camocriiina

Jlexuii

3microsuii moayab I. Tenaenuil po3BHTKY i 3acTOCYBaHHA METOAIB i 3ac00iB
3aXMCTY indopmanii Ha 00’ €KTaX KPUTHYHOT iIHPPACTPYKTYPH B yMOBAX BeJeHHS
Kibepaiii i kidepkoudurikTiB

Tema 1. TenpeHuil po3BUTKY 1 3aCTOCYBaHHS METOJIB i
3aco0iB 3axucty iH(opMmalii Ha 00’€KTax KpPUTHUYHOT 5 | l 20
iHppacTpyKTypu B yMOBaxX BeJeHHs  KiGepmiii i
KiOepKOH]IIIKTIB
Pazom | 23 | 2 1 20

3microsuii moayan IL. ITpoGaemu 3axucty nepxasuoi ingopmauiiinoi cdpepu Bin
CTOPOHHBLOIO KiepHeTHYHOTIO BIJIHB

Iema 2. IlpoGaemu 3axucty aepimaBHOI iHpOpMALiiHO] 27| 2 1 24

chepu BIJI CTOPOHHBOI'O KiOEPHETHYHOTO BILIUBY
Pazom | 27 | 2 1 24

3microsuii moayas III. Texuousorii Ta incTpyMenTH 3a6e3nevenns Ge3nexku
inpopmanii Ha 06’ €KTaX KPHTHYHOT iH(PACTPYKTYPH Ta TeXHOJIOTIT
aJAMIHICTPYBaHHA Ta eKCIIyaTauii 06’ €KTiB KPHTHYHOY iHppacTPyKTYpH B yMoBax
BeJeHHs Kibepaiii i KibepkondJikTiB

Tema 3. Texwnonorii Ta iHCTpyMeHTH 3abe3redyeHHs
Oesnekn  indopmanii  Ha  06’e€KTaX  KPUTHUHOL 24
IHppacTpyKTYypu B ymoBax BejeHHs  Kibepuiii i
KiOepKOH(IIIKTIB..

Tema 4. Texnonorii aaMiHiCTpyBaHHS Ta eKCIUTyaTarlii
00’€KTiB KpUTHUHOT iH(PACTPYKTYpH B yMOBaxX BejleHHS | 16 2 14
kibepaiii i kKiGepkoudJiikris

Pazom | 40 2 2 4 34

CemectpoBuii KouTpoas | 30

Yeooro | 90 | 6 2 4 78




5. Ilporpama HaBYAJBLHOT AHCHHITIHH

3MICTOBUIA MOAYJb 1. Tenaenuii po3BuTKY i 3acTocyBaHHS
meToaiB i 3acobiB 3axucty indopmauii Ha 00’€KTax KpPUTHYHOL
iHppacTpyKTypH B yMoBax BeaeHHs Kibepaiii i kibepkoudaikTis

Tema 1. Tenaenuii po3BHTKY i 3acTOCYBaHHsI METOAIB i 3ac00iB 3aXHCTY
inpopmanii Ha o6’ekTax KpHTHYHOI iH(PPACTPYKTYpPH B yYMOBaX BeJeHHS
KiOepaiii i kibepkoHQIIKTIB

TenaeHUIT po3BUTKY 1 3aCTOCYBaHHs MeTO/IB 1 3aco0iB 3axucTy iH(popmMaLlil
Ha o00’ekTaXx KpUTHYHOI IH(pacTpyKTYpH B yMoBax BeleHHs KiOepmik |1
kibepkoHdikTiB. TeHneHuii po3BUTKY MeTOZIB 1 3acobiB 3axucTy iH(opMarlii.
Tenpenuil nmobynosu apxitekTypu Oesmeku iHpopMauii. 3axuct iHpopmarii B
KOpropaTUBHUX Mepexax. OCHOBM 1 MeTa NMOJITHKM Oe3neku B KOprnopaTHBHUX
mepexax. [[pyHimnu ta MeTosiM HajlaHHs JIOCTYMY JI0 1H(QOpMAIIHHUX pecypciB.
[Tpunuunu  3abesnevenns jpocryny a0 iHdopMauiHux pecypciB. Metoau
inenTHdikanii i ayreHtudikauii xopucrysadiB. MeToau KOHTPOJIO [OCTYILY.
IIpodine 6e3nexu ctangapty ISO/IEC 15408.

Kmouogi crosa: 3axueni OlJ], meTonosoris 3axucty iH@opmauii Ha OI/],
Metonu 3axucty 1H(popmauii Ha OIJl, mnpoekTyBaHHS cHCTeM 3aXHCTy,
NPOEKTYBaHHs 3aXUILIEHHUX 1HPOPMALIIHHUX CHCTEM.

BMICTOBHUM MOAYJIb II. TIlpobiaemu 3axumery aepaBHOT
indpopmauiiinoi cepn Bix cTOPOHHBOrO KiGePHETHYHOIO BIJIMBY

Tema 2. Ilpobsiemu 3axucty jep:kaBHOI iHdopmauiiinoi cdepn Bia
CTOPOHHBLOIO KiOEPHETHYHOIO BIJIHBY

OcHoBHI cy0’ekTu AepkaBHOI iHQopMaliitHOT iHPpacTpyKTypH. 3aBIABHHS Ta
GyHKUil cy0’ekTiB nepikaBHOi iH(OpMaLiiHOT iHppacTpykTypu. MoaenoBaHHs
cTpareriii 3axucty iH(popMalil BiJl CTOPOHHLOrO KiOGEPHETHYHOrO BIUIMBY.
BuszHauenHs nepeniky cy0’ekTiB i BcTaHOBJIEHHS ieHTHdiKaTOpiB. BeTanoBaeHHs
[IOBHOBaXK€Hb 1 npaB cy0’eKTiB 11010 00’ekTiB. [TuTaHHS CBOEYaCHOTO BUSIBJIEHHS
Ta a/IeKBaTHOIrO pearyBaHHs Ha IHUMIEHTH iH(opMauiinoi Oe3nexu. 3aBaamHms
CBOEYACHOrO BMSIBIeHHs iHIMAeHTIB indopmauiiinol Oesnexu. [lepcnexTuBHi
HAMpsAMKH JIep¥KaBHOI MOJITUKK Yy raiy3i KibepHeTHYHOT Oe3meKH.

Knwuoei caoea: aunaniz 3axuuienocti OIJI, TexHojoriuna Mojesb,
TexHonoriyHa mogmens 3axucty OIJl, xonuenuiss 3axucty indopmarii na OIJI,
3abe3neyenns iHopMmauiiiHol Oe3neku, IHCTpyMeHTH 3abe3neueHHs Oe3neKu
iH(opmauii.

3MICTOBUM MOJYJIb III. Texuoaorii Ta incTpyMenTH 3a6e3neyeHns
Oeznexku iHdopmanii Ha 06’ekTax KpHUTHYHOI iH(paCTpYyKTYpH B ymoBax
BeJeHHs Kibepaii i KibepkoHpaiKTIB.

Tema 3. TexuoJorii Ta incrpymenTn 3a6e3neuenns: 6e3nexu ingopmauii
Ha 00’ckTax KpPUTHYHOI iH(pacTpyKTYpH B yMoBax BeaeHHsi Kibepmiii i
KibepKoH(pIiKTIB,

Texnonoriuna monens 3abesnedvenns Oe3neku iHdopMmamnii Ha 00’ekTax
KpUTHYIHO! 1ngpacTpyKTypn B yMmopax seacnusn kibGepaiii 1 kiGeprxondutikris.
Texnosnorii 3axucry iHdopmauii B cucremax iHpopmauiiHoi Ta/abo KibepbesnexH.



Konuenuist 3axucty indopmarii, opranizauii i 3a6esnedenns indopmauiiinoi Ta
kibepGesnexku OIJI.

Kawwuosi cnosa: xouuenuis 3axucrty iHpopmalii, TeXHOIOri4Ha MO/eNb,
QITOPUTMH 3aXHCTY, MOJENI 3aXMCTy, METOAM 3aXHCTy, MPOrpaMHi KOMILIEKCH
kibepbesnexu OIJ].

3MICTOBUM MOJYJIb 1V. Texuosorii aJAMIHICTpYBaHHsSI  Ta
eKcruryaTauii 06’eKTiB KpUTHYHOT iHppacTPYKTYpH B yMoBax Beaenust KiGepuiii i
KidepKkoHpJIiKTIB

Tema 4. Texnousorii aaminicTpyBanus Ta ekeruryarauii 06’ ceriB KpHTHUHOT
inpacTpykTypu B ymoBax Beaenns Kibepaiii i kiGepxouduikrin

AJIMIHICTPYBaHHS TMPOLIECIB BBeJIeHHs B eKCIUIyaTallilo Ta eKCITyaTawii
00’€KTIB  KPUTHUYHOI  iH(pacTpyKTypu B yMOBax BeJEHHs Kibepaiii i
kibepkonduriktis. [lepesipka i miarprmka uisicHocTi ganux Ha 06’ €KTax KPUTHIHOT
IHQpPacTPYKTypH B yMOBaX BefleHHs KiOepaill i kibepkoH(mikTiB. Po3mexyBanns
NpaB JI0CTyIy Ta Ipasuiia 3abesnedyenns Oe3rnekH JaHux Ha 06’ €KTaX KPUTHUHOT
IH(QPACTPyKTYpH B yMOBaX Be/ieHHs Kibepii i KibepkoH(IiKTiB. Y 10CKOHANEHHS,
MOJIepHi3allig Ta yHidikauis cuctem, 3acobiB i TeXHOJIOTIH 3a6e3neyenns 6e3nexu
Ha 00’eKkTax KpUTHYHOI iH(PACTPyKTYpH B yMOBaxX BeleHHs KiGepmiil i
KiOepKOHDITIKTIB.

Kniouosi cnosa: o6’ext xpurndnoi iHQpacTpyKTypH, BeleHHs KiGepuiil i
KiGepKOHMIIKTIB, aMiHiCTpyBaHHS, eKCIUTyaTallisl, aAMiHICTPYBAHHS 3aXHILEHHX
CHCTEeM, eKCIUTyaTallis 3aXMIIeHUX CHCTEM, NpaBa A0CTYIy, IpaBuJIa 3abe3neyeHHs
Oe3MneKH, iTICHICTh JaHUX.

Kniouosi cnoga: teopis irop, MapkoBebKi mpoliecH, Mepexka ITetpi, HewiTki
MHOXKHHH.



6. KonTposs HaBYAIBLHUX JOCSATHEHD
6.1. CucreMa OUIHIOBAHHSI HABYAJBLHHX OCATHEHB acmipanTis aennoi ¢opmmu
HABYAHHS

: Monyns 1 | Moxyns 2 | Moayis 3
X OB
3 g _ 5| g 2| = Bl - 2
o , . g2 H|B| E|E|.8|E| .E
3/ Buj pissibnocti acnipanra a3 @l g S| a|g8| d| €8
I gwégdgggggga
s S| 5|Z8|E|*H8|8| =28
X | 22|~ % | Z
1 |BinsinyBauus nexiii 1 2 2 2 < 2 p.
2 |BiaBinyBaHHs NPAKTHYHHX 3aHATD 1 - - - - 4
3 |BinBinyBamus ceMiHapchKuX 3aHsTh 1 1 1 1 1 - -
4 |PoboTa Ha NpaKTHYHHX 3aHATTIX 10 - - - - 4 40
5 |Pobota na cemiHapCchKMX 3aHSTTIX 10 1 10 1 10 - -
4 BukonaHHs 3aB1ans s caMOCTIHHOT 5 1| 19 T3t s |é 10
poboru
5 Bukonanus Moy IBHOT KOHTPOIBHOT 25 CE SRR 25
poboTu
6 Makc.  KinpkicTh Ganie 32 BHIAMH 53 53 101
[OTOYHOIO KOHTPOJIIO
7 MaxkcumaiibHa KibKicTh Gasis: 207
3 Pospaxymnox Koecl)lu]eHTa 60/207=0,29
ban max / Cyma 6aji max

Cucrema ouniHIOBaHHS HABYAJBLHHX J0CATHEHD acnipanTis  3a04Hoi  dopmu
HABYAHHS

. 2| Momyms 1 | Mogyns 2 | Moy 3
2 £ % 5 -
" . o 28(d| 8§ |E|E | E
3/ Bun nisierocti acnipanTa s 2| B ™ gy = &
I g8 |9l i £ |
8| = & g s
~BIE|EE|B| 8|8 | S
Ol =S8 |[E]| =8
1 |BigsinyBanus nekuiii 1 1 1 1 1 1 1
2 | BiaBiyBaHHS NPaKTHUHHX 3aHSTH 1 - - - - 2 2
3 |BigsinyBaHHs ceMiHApCHKUX 3aHSTH 1 108} 05 (0.5 635 - -
4 |PoGoTa Ha NPaKTHYHUX 3aHATTAX 10 - - - - ¥ 20
5 |PoGora na ceminapenkux 3ansarrsix 10 [0.5 5 0.5 5 - -
4 Bukonanus 3aBans Juist caMmocTiiiHOT 5 6 30 6 30 6 30
poboru
6 Maxkec.  kinekicTe Ganie  3a  Bujgamu 355 355 53
IIOTOYHOI'0 KOHTPOJIIO
7 Makcumanbia Kinbkicts Ganis: 124

Pospaxynoxk koedinicira
paxy e 60/124=0,48
ban max / Cyma 6asis max
YMOBOIO 3apaxyBaHHA KOMKHOTO 3MICTOBHOIO MOZYJIIO Ta OTPHMaHHM acnipaHToM 3aliky € 3100yTTa He
merwe 35% Ganis (ban min / Ban max = 35:100=0,35) 3a pesyabTataMu BCiX BMIIB O3HAYEHHX HisibHOCTEH B

KOZKIOMY 3MICTOBHOMY MOLYJIi.




6.2. 3apaanus s caMoCTiHHOT po6oTH Ta KpUTepIi if OLiHIOBAHHS

Camocriiina po6oTa € BHIOM M03aayAMTOPHOI iHAMBIAYaIBHOI IisIBHOCTI
acripaHTa, pe3yNbTaTH SKOi BHKOPHCTOBYIOThCS y MpOLECi BHUBYEHHS
MPOrpaMoOBOro  Marepially HaBYILHOI JHCUHMILUIHH Ta MICTHTh pe3ynbTaTH
HOCJIIHMIBKOTO  TIOIIYKY, BigoOpaXkac MEeBHUH piBEHb HOTO HABYAIBLHOI
KOMIETeHTHOCTI. B Mexkax KOXKHOI TeMH acmipaHTH, BHKOPHCTOBYIOYH
PEeKOMEH/I0BaHYy JIiTepaTypy, MOBMHHI CaMOCTIHHO ONpalioBaTH JKepena 3a
3alpoIrOHOBAHOIO TEMATHKOIO. 3aBJlaHHS IS CaMOCTiNHOT pobOTH MOJAIOTLCS
nucbMoBo. KoxxHa pobora omiHoeThes Bijg 1-5 6anis.

[Tepenik Tem aas camocriiinoi po6oTu acnipanTis ounoi GopMu HABYAHHS

No

3 HasBsa remu
3/1

3microsnii moay.n 1. Tenaenuii po3suTKy i 3acrocyBanust MeToLiB i 3ac00iB 3axucTy
iHdopmanii Ha 06’ €kTax KPpUTHYHOT IHPPACTPYKTYPH B yMOBAX BeaeHHs Kidepiiii i
Kibepkondaikris

1 Tenpenuii possutky metonis i 3aco6is Beaennst Kibepaiii i KiGepkonduikris

5 3acrocyBanns MeToiB i 3acoGiB 3axucty iHpopManii Ha 06’€KTaXx KPUTHUHOL
iHppacTPyKTypH B yMOBaX BeJeHHs Kibepiii i kibepkondikTin

OcHoBHI MeTONIONIOTIT MPOEKTYBaHHS CHCTeM 3axuceTy indopmaiii Ha 06’ ekTax
KPMTHYHOI iH(pacTpyKTypH

3micronnii moay.n 2. Ipobaemu 3axucty gepxasnoi indopmaniiinoi cdepn Bix
CTOPOHHBLOTO KidePHETHYHOI0 BIVINBY

4 l_{poﬁneMn 3axucty  fgepxkaBHoi  indopmauiiiHoi  cdepu  Bin  CTOPOHHBLOrO
KiOEpHETHYHOTO BIUTHBY

5 3abesneuenns indopmauiiinoi Gesneku aepxkaBHOT iH(popmaniiinoi cdepn Bix
CTOPOHHBOTO KiGePHETHYHOIO BILIMBY

6 Anrppmmu, Moiei, METO I OIHKH XapaKTePHCTHK i crany cucreM indopmariiinoi
Ta Kibepbesneku aepkasnoi iHGopmaniiiuoi chepu

3microBuii moxyb 3. TexnoJtorii Ta incrpymentn 3abesnedenns 6e3mexn indopmauii na
00’€KTaX KPHTHIHOT iN(pacTpYKTyPH Ta TeXHOJIOTIT agMinicTpyBanns Ta eKcmIyaTanii
00’ekTiB KpUTHYHOT indpacTPyKTYpH B ymoBax Befenus Kibepaiii i kiGeprondaikrin

7 Texwnouorii 3a0e3nevenns Gesnexu iHpopmallii B cucTeMax i Mepexkax

g Texnomoriuna monesnns Gesnexku indopmarii Ha 06°€KTax KPUTHYHOT iHPpPACTPYKTYpH
B yMOBax BeJieHHs KiGepiii i kibepkondikTin

9 Konuenuis 3axucry indopmauii, opramisauii i 3abesneuenns indopmariiinoi Ta
kibepbesnexu OI]1,

10 AIMIHICTPYBaHHSI TNpOLECiB BBeleHHs B eKCIUyarauiio 3axumenux IT cucrem i
MeEpEeK

11 AIMIHICTpYBaHHs npouecis ekcrutyarauii saxuwmenux IT cucrem i Mepesx

12 YockonaneHHs cucteM, 3aco0iB i TexHomorii 3abesnevenns 6esneku T cucrem Ta
MEpEeK.




Ilepenik Tem aJist camocTiiiHoT po6GoTH acnipaHTIiB 3204HOT (POPMH HABYAHHS

No

3/1

Hazga temu

3micToBnii moaysb 1. Tenaenuii po3BuTKY i 3acTocyBanHsi METOXIB i 3ac00iB 3aXuCTy
ingopmanii Ha 00’ ekTaX KPHTHYHOT IHPPACTPYKTYPH B yMOBAX Be/leHHst Kibepiil i

KideprondikTin

Tenpenuii po3BuTKy MeTO/IIB i 3aco6iB BejieHHs Kibepaiii i kiGepkoHpikTiB

3acTocyBanHs MeTOAIB 1 3aco0iB 3axucty iHpopmauii Ha 00’€KTaX KPUTHYHOL
iH(ppacTPyKTYpH B YMOBax BeJeHHs Kibepiii i KibepkoH(IiKTiB

[Tepeaymoru po3BuTKy MeTOIB 1 3aco0iB Benenns kibepail i kKiGepkoH(ikTin

Knacudikauis popm 1 cnocobis kibepaiit

3acobu i criocobu Kibeppo3sijiku

(o N RV = VS N ]

3acobu i ciocobu kibep3axucTy

3microsuii moayan 2. [lpodaemu 3axucry aep:axasuoi ingopmauiiinoi cdepn Bin

CTOPOHHBLOIrO KidepHETHYHOI0 BILIHBY

IlpoGnemu  3axuery  gepxasnoi  iHdopmaniiinoi cdepd  BiI  CTOPOHHBOTO

2 KIOEPHETHYHOIO BIUIMBY

8 3abe3nevenns indopmaniiinoi Gesmexu aepxaBHoi iHpopMalliiinoi chepu Bix
CTOPOHHBOIO KiIOCPHETUYHOI'O BILIMBY

9 [TepesymoBH BHMHHKHEHHS 3arpo3 JUis JepxaBHoi indopmauiiinoi chepu Bix
CTOPOHHBOT'O KIOEPHETHYHOI'O BIUIMBY

10 }'Ipouecn. 3aXHCTY .iH(i)OpMaHiﬁHO-KomyHiKauiﬁHHX CHCTEM  JICPIKABHOI
iHpopmMartiiiHOi cepH Bl CTOPOHHBOTO KiIOEPHETHYHOTO BILIHBY

T OcnoBui (GopMH i crnocoOH CTOPOHHBOrO KiOEPHETHUHOrO BIJIHBY HA JIEPKABHY
indopmartiiiny chepy

12 Hanpsmu 3a0esneyenns kibepOesnekn Ykpainu.

3microsuii moayasb 3. Texuodorii Ta incrpymentn sadesneqenns 6e3nexn indopmanii na
00’ekTax KPpUTHYHOT IHPPACTPYKTYPH TA TEXHOJIOTTT aAMIHICTPYBAHHS Ta ekcILyaTauil
00’ ekTiB KpUTHUHOT iH(pACTPYRTYpH B yMoBax Beaenus Kibepaiii i KibepronduikTin

13 Texuouorii 3a6e3neuenus Gesnexy indopmauii B cucreMax i Mepexkax
14 Texnonoriuna mozens Ge3nexu ingopmaiii Ha 00’ €kTax KpUTHYHOT iIH(ppacTpyKTypH
B YMOBax BeJieHHs Kibepuii i kiGepkonuiiktin

15 Texuonoriuna Mmozesb niacucTeMu iHdopmaiiiHoi Ge3neku

16 Moaeni 3abe3nevenns Oe3nexu iHpopMallii B cucTeMax i Mepexax

17 Crannapr ISO 7498-2 Security Architecture

18 Mexanizmu kepyBanHsi mociyramu Ges3nexu

Kpurepii oninoBanunsi camoctiiinoi po6oTu acnipanra

No MakcumaiibHa
b Kpurepii oniHioBanHs podoTH KUIBKICTB OaltiB 3a

KOJKHUM KPHUTEPIEM

Kputuunuii ananis cyTi Ta 3micty nepuiokepen. Buknan
¢dakTiB, imei, pe3yabTAaTIB JOCHIDKEHH B JIOTIYHIM
MOC/TIJOBHOCTI. AHaJI3 CY4acHOrO CTaHy JOCIiUKEHHS 2
npo0G/JaeMH, pO3IUIA] TEHACHUIH MOAAIBLIOT0 PO3BHTKY
JAHOTO MUTAHHSI.

JIOKa30BICTh ~ BHCHOBKiB, OOIPYHTOBaHiCTh  BJIACHOI

2 | nosuuii, mnpomnosuuii 1ONO PoO3B’sA3aHHA HPOOIIEMH, 2
BH3HAYEHHs [IEPCIIEKTUB JIOCHIKSHHS
3 | loTpuMaHHs BUMOTI 1100 TEXHIYHOIO 0(OPMIIEHHS 1

Pazom 3




6.3. ®opmMH NpoBeeHHsI MOAYJILHOr0 KOHTPOJIIO Ta KPHTEPIi OMiHIOBAHHS

Ouinka 3a KOXKHUIA 3MiCTOBHIT MOy b BKITIOUAE Gallu 3a OTOYHY pobOTY acmipanTa
Ha MPAKTHYHHUX 3aHATTAX, 33 BUKOHAHHs JOMAIIHIX 3aBJaHb, 32 MOJYJIbHY KOHTPOJIBHY
poboty. MoayiabHHI KOHTpPOJb 3HaHb acHipaHTa 3AiHCHIOETBCS MICHs 3aBEpIICHH
BUBUYCHHS HABYAJILHOIO Marepiaily mMo/ys. Popma MpoBeeHHs — KOMIT IOTEPHHI TECT,
10 CKJIafaeThes 3 20 muTanb 3aKpUTOl Ta BiIKpUTOT hopM. MoysibHa KOHTpoJIbHA po6oTa
ouiHeTbes y 25 Oanis. Kpurepii ouiHIOBaHHSI MOIYJIBHOrO KOHTPOJIO HABCACHO Y
Tabauui.

Kpurepii oninioBannsi MOAYJIbHOr0 KOHTPOJIIO

Cyma

z 3HAYCHHS OILIHKH
Oanis

acIipaHT BUSIBUB TMOBHE 3HAHHS MPOrPaMHOro MaTepiay, YCIiLIHO BUKOHYE
nependadeHi  MporpaMol0  3aBJAHHS, 3aCBOIB  OCHOBHY JHTepaTypy
PEKOMEH/I0Baly NpOrpamoro, BHABHB CHCTEMAaTHUHHI XapaxkTep 3HaHb 3
JIMCLMILIIHY 1 3IaTHUH JI0 CaMOCTIHHOIO JOINOBHEHHS

22-25

aclipaHT BUSBHMB 3HAHHS OCHOBHOIO MPOrPaMHOro marepiany B o0cs3i,
HEOOXIAHOMY Ul MOJAIBIION0 HaB4aHHA Ta MaibyTHROI poboTu 3a
npodeciclo, BMi€ BHKOHYBATH 3aBJaHHs, TmepeadaycHi Mporpamoro,
3HAHOMHUIi 3 OCHOBHOIO PEKOMEHI0BAHOIO JIITEPaTypoIo

13-21

acmipanT, 110 BUIBHB YaCTKOBE 3HAHHSA OCHOBHOIO MPOrPaMoBOIo
MaTepialy, He 3aBKIM BMi€ BHUKOHYBaTH 3aBjlaHHs, repeabaueHi
nporpamMoro, 3HaifOMHUIt JMIE YacTKOBO 3 OCHOBHOIO PEKOMEHIOBAHOIO
JITEpaTypoIo.

6.4 ®opmu npoBeieHHsI CeMeCTPOBOr0 KOHTPOJIIO Ta KPUTEPIT OLiHIOBAHHSA

CemecTpoBuit KOHTPOJIL 3HAHB ACIIPAHTIB 3/AIHCHIOETHCS IICs 3aBepPLIEHHS
BUBYCHHs HaBYaJbHOTO MarTepialy JUCUMIUIIHK Y QopMi ex3ameHny. CemecTpoBa
PEHTHHIOBA OllIHKA aclipaHTa € CyMOIO MiJICYMKOBUX (DAKTHYHUX OLIIHOK acripanTa
3@ 3MICTOBUMHM MOJIyJIsSiIMH Ta GajlaMH OTPUMaHUMH 32 iCITHT.

dopma 1poBe/ieHHs €K3aMeHy — KoMOiHoBaHa. Ienut ouiHioeTbes y 40 Ganis
3a po3nojisioM: 20 6asiB — KOMIUIEKCHHH TecT 3 JUcumIing; 20 6aiiB — BUKOHAHHSA
[PAaKTUKO-OPIEHTOBAHOIO 3aB/IAHHSI.

BHKOHaHHS IPaKTUYHOIO 3aBaHHs nependavae rnepesipky piBHS OBOJIOMiHHS
acnipaHToM TEOPETHYHUMH 3HAHHSIMM Ta MPAKTHYHUMH BMIHHSAMH 3 1OOY0BH
iH(popMaNifHUX Mepex Ta YNpaBliHHS JOCTYIOM [0 iHpOpPMALiHHUX pecypcis Ta
[pouecis B iHpopMaLiiiHuX  Ta IH(OpMaLIIfHO-TeTeKOMYHIKalliHHUX
(aBTOMaTU30BaAHMX) CHCTEMAX.

OuiHioBaHHs MPAaKTHYHOTO 3aBlaHHsl Bii0yBaeThest B Mexkax Big 0 g0 20 6ais,
3riJIH0  KPUTEPIiB  OLIHIOBAHHS, © 3IIHCHIOETBCS 3 ypaxXyBaHHSM: piBHIB
C(hopMOBAHOCTI  AHAITMKO-CHHTETHYHHX, TBOPYMX Ta METOAMYHUX YMiHb
HeoOXiIHUX i ToOyMOBH 3axuileHHX iH(popMaUiiHux Ta iHdopMaLiiiHo-
TEJIEKOMYHIKalliHHUX (aBTOMATH30BAHMX ) CUCTEM.

bamu 3a BuKkoOHaHHs TecTy Ta OanmM 3a BUKOHAHHS MPAKTHYHOIO 3aBIaHHS
nojarotbes.  OUIHIOBaHHS pe3yJbTaTiB  3aCBOEHHS TEOPETMYHMX 3HAHb Ta
OLIHIOBaHHS C(OPMOBAHOCTI TMPAKTHYHHUX HABHYOK BOJIOJAIHHS LHU(PPOBUMH
TEXHOJIOTISIMH , TPOJIEMOHCTPOBAHI HAa eK3aMeHi, NpejicTaBieHe y Tabiuili.




[TincymkoBa KinbKicTh Orinka 3a 4-6anbHo10
Ganis (max — 40) HIKAJIOK0
1-23 «HE3aI0BIIIBHOY
24 -29 «3aJI0BUILHOY»
30-35 «nobpe»
36 —-40 «BIAMIHHO»

OpienToBHMIi Nepenik NUTAHD /151 CEMECTPOBOro KOHTPOJIIO

1. Bumu 3arpo3s indopmaritiiiniii 6esnert.

2. AKTyasbHl 3arpo3aMM HalllOHAJILHHUM IHTEpecaM Ta HalloHaJbHiH Ge3newi B
iHdopMariitHiii cdepi.

3. Texwnosoriuyna cknazosa iHpopmMauiiiHol Oe3reKd JepiKaBH.
Hacninku peanizauii 3arpos HauionasbHii 6esneui B indopmauiiiniii chepi.
O0’exti Ta cy6’ekTH iHMOpMaLiiiHOT Ge3nekH nepkKaBH.
[Ipunumnu 3abe3nedenHs iHpopmauiiHoT Oe3neKH.
@opmu i ciocobu 3abesnedenns iHpopMmariifHoi Ge3neky.
OcnoBHi MeToau 3a6e3nedenns iHdopMariiiiHoi 6e3nexu.

9. Texunonoriyna ckianosa iHpopMmauiiHOT Ge3neku aepiKasH.

10. Ocobnusocti 3axucty iHdopMaLil B KOPIOpaTHBHUX MEPEKAX.

1. I'pynu meTonu 1 3acobw, 1o 3abesneuyroTs 6e3nexy inbopMariii B 3axuiieHii
004YHCIIOBANILHIN Mepexi.

12. 3abesneuenns Oesnmexu iHpopmauii B npusHaveHiil s KopHCTyBaya
M1 JICUCTEMI.

13. 3axucT inopmauii Ha piBHI MiACHCTEMH yTIpaBIiHHA Mepexkelo.

14. 3axucr indopmauil B kaHanax 3B'A3Ky.

15. 3abesneueHHs: KOHTPOJIIO JOCTOBIPHOCTI B3aEMO/IIIOUHMX TTPOIIECIB.

16. llpouenypa OOMin igeHTH]iKaTOpaMu, SKIIO B MEpeki BHKOPHCTOBYETHCS
CUMETpPHYHE WM (pPYBaHHSI.

17. BuMoru 10 cucteMu ynpaBiiHHs JIOCTYHOM.

18. Bumoru no nincucremu peectpaltii i o61iky.

19. Bumoru no nmincucremu 3abe3nedeHHs HilicCHOCTI TTOBUHHA.

20. OcHOBHI IPHHLMITK MEXaHI3MIB 3aXUCTY BiJl HECAHKI[IOHOBAHOI'O JOCTYITY J10
iH(popMarlii.

21. Cxemu posrauryBatust VPN npucTpois B Mepesxi.

22. KopucryBanbnunbka cxema posrainysanis VPN npuctpois B Mepexi.

23. Ilposaiinepcka cxema cxema posraiiyBanHs VPN npucTpois B Mepexi.

24. Buxopucranns [PSec mns 3axucry BipTya/ibHOro KaHaimy

25. IlpoTokonu 3axMCTy BipTyaJbHOrO KaHally BEPXHbOIO pPiBHA apXiTeKrypa
[PSec/

26. Anropurmu aytentudikauii s nporoxonis AH i ESP.

27. XapaKkTepHCTHKA IPOTOKOJIY 3aro/jioBKa ayTeHTU(ikaLii.

28. XapakTepuCTHKa IPOTOKOJIY 1HKAICYJIIOI0YOr0 3aXHCTY.

29. basona cxema ieHTudikauii Ta ayreHtudikarii.

30. Tpu ocHOBHMX TUIHU MPOINIB ZOCTYIY nakeTHa (GiabTparris.

31. Ilpouec crBopenns npodimo goctymy ACL.

e B o



32. llpuknaau HanawrtyBaHHs npodiao gocryny ACL.

33. Ilpuxnan HanamtyBaHHS KoMyTtaTopa s npodisto Ethernet.

34. Ilpuknan HanalwTyBaHHs KOMyTaTtopa ajs npodimo IP,

35. ApxitekTypa Oe3rneku KOPIOPATHBHOI MepexeBol iHppacTpyKTypH.

36. Mozens 3axmaHa Julst KOpIoOpaTHBHOI apXiTEKTYPH.

37. Moaens SABSA mist kopriopaTHBHOT apXiTeKTypH.

38. ApxiTekTypa Ta Mozielli 6e3reKn MOMTHKH, CTAHAAPTH, PiLLEHHS, MPOLIELYPH.

6.5. OuinloBaHHsI OCBITHIX f0csirHeHb acnipanTis 3a cucremoro ECTS

Peiirunroral Ouninka 3a 3HAUEHHS OIIHKH
OUIHKA | CTOOAILHOK
HIKAJIOIO
90-100 BigminHo — BiﬂMiHHH.ﬁ piBeHb 3HaHb (YMiHB) B MeExKax
A Sanin 0603’5{31{0301‘0 Mareplajly 3 MOMJIMBUMHM  HE3HAauYHMMH
He10JIIKaMU
8289 Jlysxe nobpe - mocraTtHbo Bucpxuﬁ piBeHB 3HaHL (YMiHb) B
B B MeKax o00B’a3koBOro Marepiany 6e3 cyTTeBHX (rpyOunx)
i [IOMHJIOK
C 75-81 JloGpe — B 1inoMy 100pHii piBens 3HaHE (YMiHB) 3 HE3HAUHOIO
Oanin KUIBKICTIO TIOMIJIOK
69-74 3f1;103.im,uo - nos:e]':)emiiffl piBC.HI:. 3HaHb (YMIHB) 13 3HAYHOIO
D i KUIBKICTIO HEJIONIKIB, JOCTaTHIM JUIsS MOJAJBIIOr0 HABYAHHS
a60 npodeciiiHol AisIbHOCTI
B 60-68 JloctaTHbO — MiHIMAJIBHO MOXKJIMBHIl JOMYCTHMHH piBeHb
OasiB BHAHb (YMIHD)
Hesa0BinbHO 3 MOMNJIMBICTIO TMOBTOPHOTO CKIAJaHHA |
FX 35-59 HE3aJI0BUILHUI piBeHb 3HaHb, 3 MOXJIMBICTIO MOBTOPHOIO
Oanin NCPECKIAJlaHHd 32 YMOBHM  HA@JIEKHOIO  CaMOCTIHHOIO
U1001IPALIIOBAHHS
1 1-34 HGBa,LlOBi.JIbHO 3 000B’A3KOBHM _TIOBTOPHUM  BUBYCHHSM
F Bt PIMCLIMIUIIHM — JIOCUTH HHU3BbKHIA PIBCHb 3HaHb (yMiHB), 110
BMMarae IOBTOPHOIO BUBYCHHS AMCUMILTIHU
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